
Constrain Satisfaction Problem CSP algorithms for multiagnet system often have some security issues, 

especially if one of the agent is untrusted. Agents’ domain parameters are usually exchange insecurely, 

which makes such system vulnerable to wide range of cyber attacks. In this research we will primarily focus 

on a semi-honest adversary that try to learn the other agents’ domain parameters that are used in CSP in 

order to bring the system to a compromised state. We will consider the case of a multiagent system (robots) 

that uses frequency hopping techniques and CSP to communicate securely in an untrusted environment. 

We will implement a cyber security system that is based on secure computation of hamming distance from 

COT. The proposed security protocol will make use of the secure multiparty computation and hamming 

distance to solve the CSP without leaking any domain parameters among the agents.              

Fully Secure Scheme based on COT 



• Committed Com in the algorithm is based on the ElGamal and Paillier Encryption/Decryption  

• Zero-knowledge proofs ��
� is based on the following schemes: 
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