
  

NSA and Cryptography



  

Why is Cybersecurity 
important?



  



  



  



  



  



  



  



  

● Security is both offense and defense
● Hack everyone else but protect yourself
● Most bugs are implementation level
● Almost never at the cryptography level
● But this is a talk about cryptography



  



  



  

Other things
● SELinux
● Ghidra
● Equation Group
● Codebreaker Challenge



  



  



  



  



  

1990s
● Crypto is classified as “munitions”
● Strong crypto is banned from export
● OpenBSD was developed in Canada for this reason
● Netscape has US and international versions with different SSL!
● US: 1024/512 bit RSA/sym
● Intl: 512/40 bit RSA/sym



  



  



  

● Junger v. Daley
– Professor couldn’t accept non-US citizens into his class on computer law

● Bernstein v. United States
– Source code is protected under the first ammendment

● Zimmerman published the PGP source code in a hard cover book
● Still illegal today to export some cryptographic hardware



  

● Dual EC is a pseudorandom number generator. Soon after its publication it 
was criticized by experts for its poor design. It is thousands of times slower 
than alternatives; the numbers that it produces as output are biased, flunking 
the most basic requirement for a pseudorandom number generator; and, 
most importantly, it is mathematically guaranteed to have a skeleton key that 
makes the output entirely predictable to anyone in possession of the key. An 
honest designer would not have kept the key, but a pseudorandom number 
generator should not have a skeleton key in the first place.



  

Elliptic Curves
● Define a function over some finite field of the 

form y2 = x3 + ax + b
● “weierstrass form”
● Includes a point at infinity



  



  

Elliptic Curves
● For P,Q points on the curve, define P+Q as -R, 

where (P,Q,R) are the unique points on the same 
line



  

Elliptic Curves



  

Elliptic Curves
● For P,Q points on the curve, define P+Q as -R, 

where (P,Q,R) are the unique points on the same 
line 

● Pop quiz! What is P+P?
● What about kP for any integral k?



  

Elliptic Curves
● ECDLP (Elliptic Curve Discrete Log)
● Given P,Q
● Find k such that Q = kP
● I am explicitly not mentioning many details



  

True randomness
● Actually pretty expensive
● When you do make it you usually don’t want it
● Computer gets it from shaking the mouse, temperature sensors, 

etc
● Even quantum stuff
● Use TRNG to seed a CSPRNG



  

CSPRNG
● s0 is a seed from a TRNG
● Knowing s0 can allow you to know all numbers in the 

future
● Think like how a minecraft world can be uniquely defined 

by the seed, even though the world is infinitely big



  



  

CSPRNG
● Forward secrecy: Given ri = g(si), hard to compute 

si

● Backward secrecy: Given si = f(si-1), hard to 
compute si-1

● Pop quiz! Whats an easy way to achieve this?



  ● y2 = x3 + 3x +b (mod p)



  



  

Dual EC
● Appears to have FS,BS
● Given si+1 = x(siP), P, find si
● Given ri = x(siQ), Q, find si
● Implied that these are OWFs from ECDLP



  

Dual EC
● Suppose P,Q are funny
● P = kQ for some spooky k.
● kr1 = k x(s1Q) = s1 x(kQ) = s1x(P) = x(s1P) = s2 



  



  

Dual EC
● Constants like these show up all the time in crypto
● Usually to avoid some specific attacks
● DL usually over a prime order group to avoid pollig-

hellman
●  Maybe some constants fit nicer into x86 registers



  



  



  

Conspiracy

● NSA gives John Kelsey Dual EC to include into (NIST 
SP 800-90A)/(ANSI X9.82) as a fourth CSPRNG

● He forwards questions on it to them and lets them 
respond



  



  



  



  

● The N.S.A. wrote the standard and aggressively pushed it 
on the international group, privately calling the effort “a 
challenge in finesse.”

-NYT



  

● 2004: NSA pays RSA security $10 million to use 
Dual EC as the standard CSPRNG in RSA BSAFE

● To get FIPS 140-2 validation, you have to use those 
P,Q.



  



  



  



  

● Certicom knew as early as January 2005
● Filed a patent of how to backdoor a CSPRNG
● Another patent of protection from a backdoored CSPRNG
● Patent office forwards things like this to respective 3 letter 

agencies
● NSA recommended against secrecy order



  



  

● CRYPTO 2007 Rump session
● Dan Shumow and Niels Ferguson from MSFT detail 

the possible backdoor
● Internally at NIST, a big deal
● Reported it to NIST in 2005, forwarded it to NSA



  

● 2013, Snowden leaks
● 2014 paper showed could compromise TLS



  



  



  



  

● Don Johnson
● Debby Wallner
● Bob Karkoska
● Paul Timmel
● Mike Boyle



  



  



  

● As late as 2016, Dual EC was still being used in 
the wild

● Juniper supposedly were using it in a secure way
● But then the code was buggy, so it was just vanilla 

Dual EC



  



  

Simon and Speck



  



  



  

Design Rationale
● Whats the point? What are you securing against?

What do you consider an attack?
● NSA provided no rationale
● Cryptanalysis was quickly published by multiple 

sources



  

● A block cipher for IoT
● “constrained enviroments where AES may not be 

suitable”
● 3x faster than AES



  



  

● Lets not get too deep into the cryptanalysis
● Basically it sucks



  

● They wanted it standardized!?
● Many meetings took place over many months in many countries
● Mexico City
● Malaysia
● India
● Tampa
● Abu Dhabi
● New Zealand 
● Berlin
● Wuhan



  

● “Not mentioned in the meeting summary is a discussion that was 
held about past involvement of the NSA in sabotaging 
cryptographic standards, e.g., Dual-EC. One of the NSA experts, 
Debby Wallner, who was also involved in the standardization of 
Dual-EC, referred to it as the “elephant-in-the-room” and claimed 
that they had apologized for it and that it was time to move on.
[9]”



  



  



  



  



  



  



  



  

● Ray Beaulieu
● Douglas Shors
● Jason Smith
● Stefan Treatman-Clark
● Bryan Weeks
● Louis Wingers



  



  

Post Quantum Crypto



  

Where we are today
● Quantum computers are an incoming threat
● Can break certain hardness assumptions used
● (if you can build one)
● Integer factorization, discrete log, and variants
● But not all! Some are believed secure
● Hash functions, lattices, block ciphers, oil-and-vinegear



  



  



  

Some 3rd round Finalists Encryption
● Decoding hardness: Classical McEliece, BIKE, HQC
● NTRU-like: NTRU, NTRU-prime
● LWE (or variants):Crystals-Kyber, Saber, FrodoKEM
● Isogeny: SIKE



  

Some 3rd round Finalists Signatures
● LWE (or variants): Crystals-Dilithium
● NTRU-like: FALCON
● Multivariate: Rainbow, GeMSS
● Hash: SPHINCS+
● Zero Knowledge: Picnic
● The signature is a NIZKPOK of the secret key!
● Hash function and block cipher assumptions



  



  



  

● Reverse Psychology? 
● Reverse Reverse Psychology?
● Reverse Reverse Reverse Psychology? 
● Reverse Reverse Reverse Reverse Psychology?
● etc



  

My best guesses Encryption
● NSA also wants to secure themselves from quantum adversies
● Codes seem more secure to me than lattices only because I 

don’t understand lattices
● I don’t understand codes either. But I don’t know that I don’t 

know that
● Maybe some future magical lattice theorem seems more likely



  

My best guesses Signatures
● SPHINCS+ only relies on hash function assumptions
● Maybe can be configured to be misused? 
● MD5 is still in coreutils. Is it on your system?
● SPHINCS+ relies on AES-NI and SHA256 in AVX2



  

Closing Thoughts
● Whos winning? Cryptographers? NSA?
● Hard to say
● I gave you lots of names of people



  



  



  



  

● https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/08064459/Equation_group_questions_and_answers.pdf
● https://www.washingtonpost.com/graphics/2020/world/national-security/cia-crypto-encryption-machines-espionage/
● https://link.springer.com/content/pdf/10.1007%2F3-540-69053-0_6.pdf
● https://link.springer.com/content/pdf/10.1007%2FBFb0052241.pdf
● https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-90.pdf
● https://csrc.nist.gov/csrc/media/projects/crypto-standards-development-process/documents/dualec_in_x982_and_sp800-90.pdf
● https://icmconference.org/wp-content/uploads/Y30a-Green.pdf
● https://rump2007.cr.yp.to/15-shumow.pdf
● https://pure.tue.nl/ws/portalfiles/portal/3854147/588733604251427.pdf
● https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/validation-search?searchMode=validation&productType=-1&algorithm=49&ipp=75&orderBy=ValidationDate&page=1
● https://www.spiegel.de/media/411ee8b9-0001-0014-0000-000000035550/media-35550.pdf
● https://www.schneier.com/blog/archives/2012/03/can_the_nsa_bre.html
● https://www.nsa.gov/What-We-Do/Cybersecurity/NSAs-Cybersecurity-Perspective-on-Post-Quantum-Cryptography-Algorithms/
● https://media.defense.gov/2021/Aug/04/2002821837/-1/-1/1/Quantum_FAQs_20210804.PDF
● https://media.defense.gov/2021/Aug/04/2002821837/-1/-1/1/Quantum_FAQs_20210804.PDF
● https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf
● https://projectbullrun.org/dual-ec/documents/11336814.pdf
● https://projectbullrun.org/dual-ec/documents/60644982.pdf
● https://csrc.nist.gov/projects/random-bit-generation#RNG%20WSD
● https://eprint.iacr.org/2006/190
● https://www.uspto.gov/web/offices/pac/mpep/s115.html
● https://github.com/matthewdgreen/nistfoia
● https://datatracker.ietf.org/doc/html/draft-hoffman-tls-additional-random-ext-01
● https://datatracker.ietf.org/doc/html/draft-solinas-tls-additional-prf-input-01
● https://csrc.nist.gov/csrc/media/events/lightweight-cryptography-workshop-2015/documents/papers/session1-shors-paper.pdf
● https://www.spinics.net/lists/linux-crypto/msg33291.html
● https://git.kernel.org/pub/scm/linux/kernel/git/herbert/cryptodev-2.6.git/commit/?anzwix=1&id=578bdaabd015b9b164842c3e8ace9802f38e7ecc
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